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In accordance with the terms of reference of the Committee it is a requirement to produce an annual 
report on risk management and business continuity arrangements in place.  Risk management and 
business continuity are fundamental to the Council’s achievement of its strategic objectives.  The 
report being presented covers the financial year 2018-19 and summarises the work delivered during 
the year.  The report also includes proposed changes to the Risk Management Framework which is 
due for a review in 2020-21. 
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Recommendation to the decision maker

1. The Governance and Audit Committee is asked to note the contents of this report 
and approve the proposed actions detailed at Appendix B.
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1 The Background to the Report
One of the key areas for Governance and Audit Committee, as part of its terms of reference, 
is to monitor and review the risk management arrangements in place and the activities that 
are being undertaken to mitigate those risks.  The first part of this report summarises the 
risk management and business continuity undertaken in 2018-19.

The Risk Management Framework is due for a review in 2020-21 and it is considered good 
practice to undertake such a review to identify how the risk management framework can be 
strengthened whilst also remaining proportionate.  The second part of this report details the 
proposed changes to the Risk Management Framework.

2 Summary of position
Risk Management Annual Report

2.1 The Risk Management Framework
The Risk Management Framework was revised and approved by Governance and Audit 
Committee at its meeting in September 2018.  The framework provides details of the risk 
environment the Council operates within and the controls and mechanisms that are in place 
to ensure risk is sufficiently managed by officers and members.  Throughout 2018-19 the 
risk management activities have been undertaken in accordance with the framework.  

2.2 Risk Management Internal Audit
Internal audit undertook a review of Risk Management in November 2017 and the next audit 
is due in December 2019 as part of the internal audit plan 2019-20.

2.3 Risk Management Group
Risk Management Group, consisting of all Heads of Service (or their representative) plus 
other key officers, and chaired by the Governance & Risk Officer, met three times during 
the year to discuss issues relating to risk management, internal audit, insurance, counter 
fraud, governance, procurement, business continuity and safeguarding.

2.4 Service Risk Register
A refresh exercise of service risks was undertaken in March 2018 and another exercise has 
just been undertaken in October 2019.   The exercise assessed if:

 all the previous risks identified were still relevant

 those risks were being managed and what controls were in place

 there were any emerging risks that needed to be included

The review covered both the ‘business as usual’ and ‘exceptional’ risks.  The exceptional 
risks are those risks which are scored as high or they may be a new risk to the service which 
is causing sufficient concern to warrant inclusion on the Exceptional Service Risk Register 
which is further discussed at Risk Management Group.

2.5 Corporate Risk Register
The Committee last approved the Corporate Risk Register in March 2019.  The proposed 
changes to the way the Council will manage its risks are captured within the proposed 
changes to the Risk Management Framework in point 2.



2.6 Business Continuity
The annual update and review of service level business continuity plans was undertaken 
based on risk.  Review meetings with those responsible for critical teams within the Council 
(those with functions that should be restored within 48 hours) were conducted.  These 
reviews were carried out and tested based on a loss of premises, IT and staffing.  Risk 
assessments have been completed for the key potential consequences that were identified 
and, where appropriate, measures have been taken to reduce or mitigate any impacts.  The 
Council’s drive to enable a more agile workforce has improved our resilience and mitigates 
certain impacts of any non-IT related business continuity incident. This remains an ongoing 
process.  

The Council’s Emergency Plan has been continuously reviewed throughout the year with a 
specific focus on strengthening the response structure and to develop and include a 
Strategic Officer role within that structure. The role provides an overview of the more tactical 
responses of the Incident Management Group during any emergency, as well as ensuring 
effective liaison with Members.  Multi-agency Strategic-level training for County 
emergencies was delivered during 2018/19 to a number of senior officers by the Local 
Resilience Forum. 

Risk Management Framework – proposed changes
2.7 The Council wants to ensure it is best placed to manage public finances, assets and 

resources and demonstrate to its stakeholders that this is the case.

It is proposed that the Council reviews its approach to risk management based on existing 
arrangements, incorporating the suggested changes and refinements, therefore enabling 
an improved focus on the achievement of objectives through:

 a defined set of strategic risks that the Council Leadership team will monitor/manage

 ensuring that the key control environment is effective making use of the corporate 
assurance reporting process set out 

 identifying, reporting, monitoring and managing emerging and exceptional risk 
recognising that these are more fluid as compared to the elements above

2.8 The Council’s risk management objective is to ensure (as far as possible) that it identifies 
risks and mitigates appropriately (dependent on its risk appetite).

The Council proposes the following changes to its approach to risk management:

 Strategic Risk management - focussing on the major risks (positive and negative) that 
directly affect achievement of the Council’s strategic objectives. This would be new and 
subsume the risks from the Corporate Risk Register. 

 Corporate Controls Assurance - focussing on assessing the on-going effectiveness of the 
Council key controls. This would be a revised process for the Annual Assurance 
Statement and may include elements of the current Corporate Risk Register – attached 
as Appendix A.

 Exceptional risks - risks that are identified outside of the strategic risk management and 
corporate controls assurance arrangements. There will no longer be an operational risk 
register – any significant risks will be captured through the above and the associated 
processes to update the risk and control profile of the Council. This would remove the 
need to formally capture the business as usual service risks.



 Emerging risks - risk events (positive or negative) that are morphing or may be unclear 
but may have an impact on the Council’s objectives or activities.

These are further explained in the points below.

2.9 Strategic Risks
Strategic risks are defined as those business risks that, if realised, could fundamentally 
affect the way in which the Council operates or conducts its business. These risks could 
have a detrimental effect on the Council’s achievements of its key business objectives. The 
risk realisation will lead to material failure, loss or lost opportunity.

Management Team recently undertook a risk appetite exercise and identified the following 
themes:   

 Enabling community transformation

 Achieving Council transformation

 Efficient and effective internal control/compliance

 Ensuring financial resilience

 Creating the right culture, capacity and capability

 Ability to be agile and shift focus in response to policy and political change

It is proposed that these are adopted as the Council’s strategic risks, with appropriate 
narrative, as these are more aligned with the Council objectives than the current corporate 
risks. The current corporate risks will be subsumed within the strategic risks or corporate 
controls assurance.

Having the strategic risks also driving the risk appetite means that there is greater alignment 
with the Council’s strategic objectives. 

As part of further alignment, the Council’s approach to risk scoring will be reviewed to better 
reflect the risk appetite. This will be undertaken as part of the review of the Risk 
Management Framework.

2.10 Exceptional and emerging risks
Exceptional risk
These are risks that are identified outside of the strategic risk/corporate controls assurance 
elements. In all cases they would be of sufficient magnitude to require monitoring or further 
mitigating actions.

These risks might be identified by staff or management and escalated as appropriate via 
the Governance & Risk Officer who facilitates the process. They may also be identified by 
reports being considered by Cabinet for decision making. 

Emerging and exceptional risks will be a key area of focus of the Council’s Risk 
Management Group. 

Emerging risk
These are risks that could be positive or negative but are still developing and may not be 
clear. They will be monitored until such a point that it becomes clear and a response is 
initiated ie the creation of the necessary controls to mitigate the risk.



2.11 Corporate Controls Assurance
Corporate controls assurance is focused on the effectiveness of core/key controls on which 
the Council is reliant to undertake its day to day business in an effective and efficient 
manner. It is suggested that this will include assurance over the following:

(a) Financial control

(b) Data protection and confidentiality

(c) Health & Safety

(d) Safeguarding

(e) Contract management 

(f) Procurement

(g) Cyber security

(h) Physical security and contingency/business continuity

(i) Training (and development)

(j) Fraud, Code of Conduct and ethics

(k) Programmes and projects 

In each case a specific owner will be identified and provide cyclical updates on the risk 
exposure that may exist, including the controls effectiveness, recognising that the controls 
may be specifically applied by someone else within the Council. This would, in most cases, 
be a first or second line of assurance.

The service area Annual Assurance Statement will be aligned with the areas above. This 
will provide a further source of assurance that the controls in these areas are effective 
across service areas and would, in most cases, provide a first line of assurance.

It is proposed that a new template for the service area’s Annual Assurance Statement is 
adopted, including a basis of the judgement/assessment and a forward look. It is also 
suggested that the Annual Assurance Statement is automated making use of a specific 
piece of software enabling the process to be more efficient and improve ability to report.

Independently, Internal Audit will also be able to align their reviews around or across these 
areas. This would provide a third line of assurance.

Through the above, the Council will be able to build up a good level of assurance over its 
core/corporate control environment, all of which can be cyclically reported to Governance 
and Audit Committee, providing an increased level of visibility. The output from this can also 
be referenced within the Annual Governance Statement.

3 Consultation and Feedback Received, Including Overview and Scrutiny
3.1 The Governance and Audit Committee are asked to approve the following proposed actions 

which are further detailed in Appendix B where appropriate:

 The creation of a Strategic Risk Register which will subsume the current corporate risks

 The move away from capturing business as usual service risks to focussing on emerging 
and exceptional risks 



 The improvement to the Annual Assurance Statement process which will capture 
corporate controls 

 The utilisation of software which will provide greater visibility and strengthen 
accountability

4 Reasons for the Recommendation
4.1 Governance and Audit Committee, as part of its terms of reference, is required to monitor 

and review the risk management arrangements in place and the activities that are being 
undertaken to mitigate those risks.

5 Next Steps – Communication and Implementation of the Decision
5.1 N/A

6 Financial Implications 
6.1 These are contained within the report where appropriate.

Financial Implications reviewed by: Richard Wyles, Director of Finance

7 Legal and Governance Implications 
7.1 One of the areas for the Committee as part of its terms of reference is to monitor and review 

the risk management arrangements in place and activities that are being undertaken in order 
to mitigate those risks.  The Risk Management Framework therefore provides details of the 
risk environment within which the Council operates and the controls and mechanisms that 
are in place to ensure risk is sufficiently managed by officers and members. 

Legal Implications reviewed by: Shahin Ismail, Monitoring Officer

8 Equality and Safeguarding Implications 
8.1 None

9 Risk and Mitigation
9.1 None

10 Community Safety Implications 
10.1 None

11 Background Papers
11.1 None

12 Appendices
12.1 Appendix A Corporate Risk Themes

12.2 Appendix B Risk Management Framework – proposed changes Action Plan

Date of Publication on Forward Plan (if 
required)

Not required

Previously Considered by Not applicable

Report Timeline: 

Final Decision date  18 December 2019


